Certificate Manual

We remind you that this manual is unique and exclusive, this manual will
explain the steps taken in the last certificate exchange.

WARNING: We remind you once that the steps described on the document
reflect the work performed on the last certificate renewal. It does not
necessarily mean the next time it will be the same case. There might be
different or additional steps.

We will proceed with the steps we performed last time to change the certificates, and next, we
will show you images of how to do all these steps.

Keystore Explorer application.

WinSCP/FileZilla application.

New certificate.

Import the old “.keystore” file into the Keystore Explorer application.

Go to the Keystore Explorer application where the old “.keystore” will be and we will
exchange the old certificate for the new one inside that “.keystore” key.

6. Import the Root certificate and the Intermediate one.

7. Save the new “.keystore” to a folder.

8. Import the new “.keystore” into the appliance.

9. Access the appliance by putty or other SSH.

10. Import the certificate from the CMI menu.

11. Restart Tomcat for the import to be successful.

12. Check if Tomcat is running, and verify that everything is working normally after
importing the new certificate.

ik wNe

1. Keystore Explorer Application.

You can download the Keystore Explorer application for free from the official site:

https://keystore-explorer.org/downloads.html



https://keystore-explorer.org/downloads.html

. KeyStore Explorer 5.4.4 — O x
File Edit View Tools Examine Help
NEd e~ XxhBRLAT=O|dEE|@
KeyStore Explorer
Quick Start
Create a Open an Open the
new KeyStore existing KeyStore  Default KeyStore
L 8 (7]
Open the CA Examine a Show the
Certificates KeyStore Certificate Help Pages
No KeyStore Loaded
2. WinSCP Application.
You can download the WinSCP application for free from the official site:
https://winscp.net/eng/download.ph
By Winscp O
: Local Mark Files Commands Session Options Remote Help
(e & synchronize | Bl gF | [ @ @Queue - Transfer Settings Default = .55' &
@ Mew Session
Woomw [0+ BEA2|% 2
: 5 Upload ~ g Properties | B New ~
MName . Size Type Changed Name B Size Changed Rights Owner
P Parent directory 5/5/2021 8:2314 AM
CER - CRT Files File folder 10/26/2020 &:41:46 AM
manual File folder 5/5/2021 $:25:27 AM
PKCST File File folder 5/5/2021 81433 AM
Plain Text Files File folder 10/26/2020 8:41:46 AM
[ 1 PRIVATE KEY INFO Lt 2KB TXTFile 10/26/2020 8:41:46 AM

@(Chuosing the Right Fi... 2KB TATFile 10/26/2020 &:41:46 AM



https://winscp.net/eng/download.php

Log into the appliance via WinSCP to fetch/grab the “.Keystore” file.

The old/in-use .keystore that needs to be renewed is in the “/home/swivel” folder.

WinSCP - m} e
Local Mark Files Commands Session Options Remote Help
M 52 F3 Synchronize Bl g [ 4 5 Queue - Transfer Settings Default - -
B soc X [ MNew Session
[ Desktop = - BEMNE | % swivel v (B~ [F]~ -=b- 6 B D @ | FindFiles | T
Upload + | [ Edit ~ %¢ o 0y P £ New - Do - ¥ Properties | B New -
C\Users\marco'\Desktop\CERT, /home/swivel
A =
MName Size  Type Changed Mame Size  Changed Rights Owner
. Parent directory 5/5/2021 8:23:14 AM e 1171472016 9:23:09 AM AKX =X oot
CER - CRT Files File folder 10/26/2020 8:41:46 AM fontconfig 7/8/2015 3:42:08 PM PWHI-XT-X swivel
manual File folder 5/5/2021 8:25:27 AM Jjava 7/8/2015 3:42:08 PM PSP T-X swivel
PKICST File File folder 5/5/2021 8:14:33 AM .oracle_jre_usage 4/21/2017 11:11:52 AM PWHIWET-X swivel
Plain Text Files File folder 10/26/2020 8:41:46 AM swivel 2/26/2021 2:53:23 PM PSP T-X swivel
[ ' PRIVATE KEY INFO et 2KB TXTFile 10/26/2020 8:41:46 AM [ bash_logout 1KB  10/16/2014 2:56:15 PM w-r--r-- swivel
D{Choosmg the Right Fi... 2KB TATFile 10/26/2020 8:41:46 AM D .bash_profile 1KB  10/16/2014 2:56:15 PM W-r--1-- swivel
1. 1KB  10/16/2014 2:56:15 PM swivel
TKB 3/22/2021 6:13:01 PM swivel
[ ] keystore.2021032218... 11KB  3/22/2021 6:12:36 PM swivel
D keystore.2021032218... 10KB  3/22/2021 6:12:49 PM swivel
[ keystore.2021032218... KB 3/22/2021 £:12:56 PM swivel
D keystore.2021032218... TKB  3/22/2021 6:13:01 PM swivel
D keystore.old TKB  2/26/2019 4:31:01 PM PW-rW-r-- swivel
hs_err_pid3344.log T4KB  4/21/2017 11:08:51 AM - rw-r-- swivel
hs_err_pid3346.log 14KB  4/21/2017 11:14:06 AM TW-rw-r-= swivel
0B of202KBin 0 of 6 0B of 75.1 KBin 0 of 15
& sFP-3 0:14:04




We remind you that if you are not seeing the .keystore, it is because you have to activate the
option "Show Hidden Files - (Ctrl+Alt+H) in the "Panels" menu in the settings.

By CERT - soc - WinSCP - m] X
Local Mark Files Commands §es;\onlgptionslﬂemote Help
MRl &2 3 synchronize | [l F [ Toolbars b k& Default - -
& soc X Q New Session Local Panel 3
[ Desktop - E - - 4- Remote Panel ' swivel - E - [T - G} ES [©, Find Files Ty
v | Sessions Tabs
Upload ~ =5 [ P New =
@ = X £ Command Line Shift+Ctrl+N . E =
C:\USEIS\ITBI:D\DEHDP\CH“\ !ZI Status Bar ;’homefswwei,’
Name Size 1 Name Size  Changed Rights Owner
Queue 3
o ‘E‘}}‘ T Toian o 1171472016 9:23:09 AM TWXI-XT-X root
CER - CRT Files e d M fontconfig 7, 3 PM TWXT-XT-X swivel
File folder 5/5/2021 10:28:15 AM Java WX TWKT-X swivel
PKCS7 File File folder 5/5/2021 8:23:27 AM .oracle_jre_usage WK TWHF-X swivel
Plain Text Files File folder 10/26/2020 8:41:46 AM .swivel WX TWHT-X swivel
I:]r! PRIVATE KEY INFO ! et 2KB  TXTFile 10/26/2020 8:41:46 AM D .bash_logout TKE TW-r--r-- swivel
gchoosmg the Right Fi... 2KB TXTFile 10/26/2020 2:41:46 AM D .bash_profile 1KB TW-F--T-- swivel
1KB W-r=-r-- swivel
g keystore TKB w- swivel
D keystore.2021032218... 11KE w- swivel
D keystore.2021032218... 10 KB w: swivel
D .keystore.2021032218... 9KB swivel
D keystore.2021032218... TKB swivel
D .keystore.old TKB 3 swivel
D hs_err_pid3344.log 14KB  4/2172017 11:08:51 AM TW-Tw-r-- swivel
D hs_err_pid3346.log 14KB  4/2172017 11:14:06 AM - rw-r-- swivel
0Bof292KBin 0 of 6 0B of 75.1KB in 0 of 15
& SFIP-3 1:11:31
Preferences 7 ot
Environment Common
- Interface
, Show hidden files (Cirl-+Alt+H
- Window 5 ( )
- Commander Default directory is home directory
- Explorer
Remember panels' state when switching sessions
- Languages
FPanels [ ]select whole name when renaming file
- File colors
Full row select
- Remate O
- Local Use natural order numerical sorting
Fitors Show file sizes Kiobyte
: . oW TIE SIZES IN. Ju 5 o
i Internal editor L
T[al-'SfEF Incremental search: Beginning of name only o
Drag & Drop
Backaround :
: chg Double-didk
- Endurance ] _ _
= ot
Metwork Operation to perform on double-dick: Edit
Security

Confirm copy on double-dick operation




After getting the “.keystore” into your computer, rename it to “.keystore-old” so we can identify

it and differentiate it from the future new “.keystore”.

swivel
=

B manual - soc - WinSCP - O
Local Mark Files Commands Session Options Remote Help
[ E2 3 Synchronize Bl ¢ [ & | 5 Queue - Transfer Settings Default - @
B soc X Iﬁ Mew Session
[ Desktop BT e ciIERER & swivel = - - B @A Q& [© FindFiles | Ty
@ Upload - Er Edit - $¢ Ix__v:| D}] Properties [ New - = Download - " Edit - $¢ Properties | B New «
e )
Mame . Size Type Changed Name . Size Changed Rights Owner
L Parent directory 5/5/2021 10:01:08 AM i 11/14/2016 9:23:08 AM PWXF-X-X root
manual images File folder 5/5/2021 10:17:48 AM fontconfig 7/8/2015 3:42:08 PM PWKF-X =X swivel
“p ikeystore: 5 open 5/5/2021 8:26:07 AM java 7/8/2015 3:42:08 PM roacrwrx swivel
Sl new-certificate for m., 2 10/26/2020 8:41:46 AM .oracle_jre_usage /2172017 11:11:52 AM WKWK =X swivel
Izr it ' swivel 2/26/2021 2:53:23 PM PWHIWK =X swivel
B Upload.. F5[» [] .bash_logout 1KB  10/16/2014 2:56:15 PM [ swivel
¥ Delete F8 [] .bash_prafile 1KB  10/16/2014 2:56:15 PM TW-r---n swivel
=7 Rename F2 [ .bashic 1KB  10/16/2014 2:36:15 PM swivel
% Copy CtleC o+ keystore TKB  3/22/2021 &:13:01 PM swivel
D keystore.2021032218... 11KB  3/22/2021 6:12:36 PM swivel
Eile CustomiGammand: Iy [ .keystore.2021032218... 10KE  3/22/2021 6:12:49 PM swivel
File Names r [ keystore.2021032218... 9KB  3/22/2021 E&:12:56 PM swivel
% Properties E9 D keystore.2021032218... TKB  3/22/2021 €:13:01 PM swivel
System Menu D keystore.old TKB  2/26/2019 4:31:01 PM swivel
| hs_err_pi log :08: W-rw-r-- swivel
Elh d3zddl 14KB  4/21/2017 11:08:31 AM |
hs_err_pid3546.log 14KB  4/21/2017 11:14:06 AM PW-rW-T-- swivel
2.76KB of 477 KB in10f 3 0Bof 731 KB in0of 15
& sFTe-3 1} 1:10:09
h manual - soc - WinSCP - m}
Local Mark Files Commands Session Optiens Remote Help
E % E Synchronize Bl @ m lj.;Q'_.-‘ @QUEUE - Transfer Settings Default @ @ <
& soc X ﬁ Mew Session
[ Desktop - ~[{@ - - & m z e swivel - & - - - m z [, Find Files B
@ Upload ~ | [ Edit = 3 D,,' EE'J Properties | [ New - Download - > Edit -~ 3§ Properties | EF New ~
fhome/swivel/
Name Size Type Changed Name - Size Changed Rights Owner
LR Parent directory 5/5/2021 10:28:15 AM i 11/14/2016 9:23:09 AM PWXF-XT-X root
manual images File folder 5/5/2021 10:2%:18 AM fontconfig 7/8/2015 3:42:08 PM WK=K - swivel
3KB KEYSTORE-OLD File  5/5/2021 8:26:07 AM Jjava T/8/2015 3:42:08 PM PWXPWKT-X swivel
il new-certificate for m... 3KB  Security Certificate  10/26/2020 2:41:46 AM .oracle_jre_usage WX FWKF-X swivel
WX PWKT-X

swivel




3. Need to have the new certificate.

Warning: The certificate we will show in this manual, is just an example of a certificate.

Name - Date modified Type Size o | Certificate

. manual images 5/3/2021 9:34 AM File folder p— e
| | keystore-old 2021 8:26 AM KEYSTORE-OLD File IKB
=) new-certificate for manual example.cer 10/26/2020 8:41 AM Security Certificate 3KB

g Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
* Ensures the identity of a remote computer
*1.3.6.1.4.1.6449.1.2.2.7
*2.23.140.1.2.1

* Refer to the certification authority's statement for details.

Issued to: *.swiveldoud.com

Issued by: Sectigo RSA Domain Validation Secure Server CA

Valid from 10/24/2020 to 11/24/2021

Install Certificate... | | Issuer Statement

CK




4. Import the old “.keystore” into the Keystore Explorer application.

. KeyStore Explorer 5.4.4 _ O X
File Edit View Tocls Examine Help

DEE | XAERLAA=0|AE Q@

KeyStore Explorer

Quick Start
[] = 7,
Create a Open an Open the
new KeyStore existing KeyStore | Default KeyStore
A SN o
Open the CA Examine a Show the
Certificates KeyStore Certificate Help Pages
Mo KeyStore Loaded
Open KeyStore *
N » ThisPC » Desktop » CERT » manual » v ] 2 Search manual
Organize = MNew folder =~ O @
[ Desktop + " MName Date modified Type Size
& Downloads manual images 5/5/2021 10:16 AM File folder
Documents | .keystore-old 5/5/2021 8:26 AM KEYSTORE-OLD File 3KB
[&] Pictures - [5] new-certificate for manual example.cer 10/26/2020 8:41 AM Security Certificate 3KB
CERT
manual
manual images
PKCST File
@ OneDrive
Anexos de email
Documentos
Imagens
[ This PC
=% Network e
File name: | keystore-old v| [ AFies () v]

| Open | | Cancel |




It will ask you for the Keystore password, which by default by SwivelSecure is "lockbox".

er 5.4.4 - O
File Edit View Tools Examine Help

EHe~AXhERLAA=O 0G0

KVeaiCrmen O 1

Unlock KeyStore ' keystore-old' *
g 3
[ “{ L2)
Open the CA Examine a Shaow the
Certificates KeyStore Certificate Help Pages

Mo KeyStore Loaded

When you enter the password and open “.keystore-old”, it should look like this:

- keystore-old - KeyStore Explorer 5.4.4 — O X
File Edit View Toels Examine Help
NEM|«~XABRLAT—O|AEG|O
keystore-old
T @ |[E EntryName Algorithm  KeySize  Certificate Expiry Last Modified
ik @ RSA 2048 11/23/2021 11:59:59 P, 10/26/2020 Hi52:22 A,

KeyStore Type: JKS, Size: 1entry , Path: 'C:\Users'marco\Desktop\CERT\manual’. keystore-old'



Next, we have to unlock the Keystore entry by doing the following steps:

Jkeystore-old - KeyStore Explorer 3.4.4 - O x

A

File Edit View Tools Examine Help

JEdesr B REAT—O|c0Q|O

keystore-old

T |8 |E EntryName Algorithm Key Size Certificate Expiry Last Modified

E-W_T_ 11/23/2021 11:59:59 P... [10/25/2020 9:52:22 A...

', View Details

&

Cut Ctrl+ X
Copy Ctrl+C

=

Export ¥
Generate C5R

Import CA Reply >
Edit Certificate Chain ke

Sign >

Unlock
5et Password

3]
H

S U e 0o

Delete

T X

Rename

Unlock the Key Pair entry

It will ask for a password that should be "lockbox" by default

Jo keystore-old - KeyStore Explorer 5.4.4 — O x
File Edit View Tools Examine Help
lEE a4 XOBREAE—O|AEEG|@

keystore-old %

T/ |8 [E EntryName Algorithm Key Size Certificate Expiry Last Modified

Unlock Entry 'swivel' *
v

KeyStore Type: JKS, Size: 1entry , Path: 'Ci\Users\marco\Desktop\CERT\manual\, keystore-old'




After entering the password, we can confirm that the Entry has been unlocked by the Padlock
symbol:

keystore-old - KeyStore Explore

File Edit Wiew Tools Examine He
TEEH| e= X B
keystore-old =

T E E Entry Mame

A T

We recommend that you also check the KeyStore Type, which should be JKS, you can see in the
following image where to check the Type:

keystore-old - KeyStore Explorer 5.4.4 - O *

»

File Edit View Toollexamme Help

[1E W | = L Generate Key Pair Ctrl+G aa | [
keystore-old % % Generate Secret Key Ctrl+Alt+G
E Import Trusted Certificate Ctrl+T
L 8 Bl o _ KeySize  Certificate Expiry Last Modified
EHEE Bk Import Key Pair crl+K 11/23/2021 11:59:59 P... |10/25/2020 9:52:22 A...
5 Set KeyStore Password Ctrl+P
= Change KeyStore Type E PKCS 212
@ KeyStore Properties Alt+Enter JCEKS
55 Preferences Ctrl+ Comma _ 5
BK5-V1
BKS
UBER
BCFKS

KeyStore Type: K5, Size: 1entry , Path: 'C:\Users\marco'\Desktop\CERT\manual\. keystore-old'




5. Export the old certificate to a folder.

After checking the KeyStore Type, it's time to export the certificate from the Keystore to a
folder.

We can do this by accessing the Certificate Chain Details, and this can be done in two ways, we
can right-click on the Keystore Entry Name "swivel", go to "View Details" and click on
"Certificate Chain Details" or we can just double-click on the KeyStore Entry Name "swivel" and
the Certificate Chain Details will open.

. .keystore-old * - KeyStore Explorer 5.4.4 - O >
File Edit View Teols Examine Help
NE w|a - RE—@dda|e
keystore-old * ®
T | |E Entry Name Algnriﬂﬂm KE\,r Size Certificate Expiry Last Modified
| 77 | & | 5/5/2021 12:09:17 PM...
ug, View Details >| ﬁ Certificate Chain Details
. Private Key Details
S& Cut Crl+% B &
Certificate Details for Entry "swivel’ =
Certificate Hierarchy:
[ ¥ swiveldoud.com
Version: |3
Subject:  |CN=%.swiveldoud.com Eﬁ
Issuer: |CN=Sectigo RSA Domain Validation Secure Server CA,0=5Sectigo Li Eﬁ
Serial Mumber: |0xCC4C99D5EES 1B62BCAAGS5315127C036
valid From: | 10/24/2020 1:00:00 AM BST
Valid Until:  |11/23/2021 11:59:59 PM GMT
Public Key: RSA 2048 bits 7
Signature Algorithm: | SHAZS6WITHRSA
Display details of the Ke
Fingerprint: |SHA-1 ~ | |AB:20:05:FE:EE:9A: 3A:9A: 3B: 15:98:DE: 6E:A9:DE @
Export Extensions PEM ASM.1

We remind you that this certificate in the manual was generated just for this purpose.



Now we have to export the certificate to a folder.

Certificate Details for Entry "swivel' X

Certificate Hierarchy:

Version:

Subject:

Issuer:

Serial Number:

Valid From:

Valid Until:

Public Key:
Signature Algorithm:

Fingerprint:

|CN=*.swiveIdoud.com

-0

|CN=Sectigo RSA Domain Validation Secure Server CA,0=5ectigo Li| @

|0xCC4Co9D 5BES 1B62BCAAEB5315127C036 |

|10/24/2020 1:00:00 AM BST |

|11/23/2021 11:53:59 PM GMT |

RSA 2048 bits
SHAZ56WITHRSA

|sHA-1

« | |AB:20:05:FE:EE:9A: 30:9A: 36: 15:96:DESGEAS:DE| | )

|| Export || Extensions || PEM || ASN.1 |

Export Certificate from entry

*.swivelcloud.com (Sectigo R5A Domain Validat...

s

(JPKCS #7 (O PKIPath () SPC

Export Format: (@) X.509
PEM:
Export File:

ign_R5A_Domain_Validation_Secure_Server _CA_.cer

Export

Cancel

Chose the fold you want to export the “.Keystore-old” certificate and rename it.

Choose Certificate Export File

1 > ThisPC » Desktop » CERT » manual » v | O £

Organize * Mew folder

Documents o ™ MName Date modified Type Size

=] Pictures # manual images 5/5/2021 12:24 PM File folder
CERT [ keystore-old 3/22/2021 613 PM KEVSTORE-OLD File TKB
manual 5] new-certificate for manual example.cer 10/26/2020 8:41 AM Security Certificate 3KB

manual images

PKCST File

e e e -

Search manual

Bz -




6. Go to the Keystore Explorer application where the old “.Keystore”
will be and we will exchange the old certificate for the new one
inside the old “.Keystore” key.

Now you have to exchange the old certificate for the new one we made.

. keystore-old - KeyStore Explorer 5.4.4
File Edit View Tools Examine Help

NEeEdesrXOBRLRE—O|AEQO

keystore-old ®
T |d |E Entry Name Algorithm Key Size  Certificate E
I I T S —e— T
'~ View Details ¥
& Cut Ctrl+X
% Copy Ctrl+C
*  EBxport H
|| Generate C5R
% Import CARe S| | From File
=2 Edit Certificate Chain 1 [] From Clipboard
w  Sign b
s Unlock
" Set Password
¥ Delete
T Rename
manual images 5/6/2021 11:00 AM File folder
* D Jkeystore-old 362021 10:22 AM KEYSTORE-OLD File 3KB
at |Z new-certificate for manual example.cer 10/26,/2020 841 AM Security Certificate IKB
5] new-keystore-certificate.cer 5/6/2021 11:00 AM Security Certificate 3KB
£
ail
v
File name: | new-keystore-certificate.cer v| All Files (*.%) ~

I Open I Cancel




Import CA Reply

-

e

CA Reply Import Successful.

Now we have the new CA in the Keystore.

Import the Root certificate and the Intermediate one

You have to import the root certificate and the intermediate to complete the certificate path for

it to be complete for importing into the appliance.

The steps are as follows:

R ——r TN D
! >

Wiew Details

Cut Ctrl+X

Copy Ctrl+C

Export
Generate C5R
Import CA Reply

e (7 02 ¥ S

Edit Certificate Chain |

M/

Sign

»

L I. Append Certificate

| !. Remove Certificate
T




Intermediate.crt 10726/ 2020 8:41 AM Security Certificate 2 KB
F

new-certificate for manual example.cer 10/26/2020 8:41 AM Security Certificate JEKB
¥

10/26/2020 8:41 AM Security Certificate KB

1ame: | Root.crt v‘ Al Files ()

Append Certificate >

@ Append Certificate Successful,

", View Details 1§ Certificate Chain Details
' Private Key Details

‘I Public Key Details
[

#& Cut Ctrl+X
U9 Copy Ctrl+C




Certificate Details for Entry "swivel'

Certificate Hierarchy:

nSEcﬁqn R5A Domain Validation Secure Server CA
e * swiveldoud.com

Now the Keystore already has the Root certificate, but the intermediate still missing:

77 | = | il ey 208 (11123
Cly .

iew Details

Cut Ctrl+X
Copy Ctrl+C

Export >
Generate C5R

Import CA Reply >
Edit Certificate Chain | A §8  Append Certificate

’. Remove Certificate
T

N [ be i X S

Sign




| =] Interrnediate.crt 10/26/2020 2:41 AM Security Certificate 2 KB

new-certificate for manual example.cer 10/26,/2020 2:41 AM Security Certificate 3 KB
P ¥
Root.crt 10/26/2020 841 AM Security Certificate JKE
¥
ime: | Intermediate.crt v| | AnFies (-1

L View Details 1§ Certificate Chain Details
' Private Key Details
% cut ctrlex | =
- I Public Key Details
Uq Copy Ctrl+C

Certificate Details for Entry 'swivel'

Certificate Hierarchy:

| i i ]
- 8% Sectigo RSA Domain Validation Secure Server CA
! * swiveldoud.com |

Now the Keystore is compiled and almost ready to be stored and imported into the appliance.



Now we recommend doing some important steps before saving our new ".keystore".

We will start by checking the "Entry Name - Alias" of the certificate and the password of the
certificate and the “.keystore”.

.- keystore-old * - KeyStore Explorer 5.4.4

File Edit View Tools Examine Help

(ER @ KOBRLERE—O|C
keystore-old * #

T |E E EntryName Algorithm
|97 | =
— View Details ¥
# Cut Ctrl+X
U] Copy Ctrl+iC
& Export b
|| Generate C5R
2 Import CA Reply »
== Edit Certificate Chain ]
=& Sign >
B Unlock
F57 Set Password
75 Delete
T Rename
You will have to rename the alias to "swivel”
Mew Entry Alias et

Enter Alias: | swivel]

QK Cancel




Next, you have to verify the passwords.

Start with the "Key Pair Entry Password":

E| Entry Mame Algorithm
‘i, View Details ¥
&8 Cut Ctrl+X
U9 Copy Ctrl+C
& Export >
[ | Generate C5R
2 Import CA Reply ]
== Edit Certificate Chain ]
=& Sign ]
B Unlock
1 Set Password
75 Delete
T Rename

The “Key Pair Entry Password” must be "lockbox”.

Set Key Pair Entry Password X

Enter Old Password: ssssssssss

I Enter Mew Password: essssss |

Confirm Mew Password: | sesssse

o




Set Key Pair Entry Password x

i i

Set Key Pair Entry Password Successful,

o -

Then check the Keystore password:

keystore-cld * - KeyStore Explorer 3.4.4

-

File Edit View|Tools |Examine Help

1 E & | @ Ui Generate Key Pair Ctrl+G C
keystore-old * 'ﬁ, Generate Secret Key Ctrl+Alt+G
ﬁ Import Trusted Certificate Ctrl+T
T 8 E|a
178

Import Key Pair Ctrl+ K I

77 =]

=+ 1 Set KeyStore Password Ctrl+P
= Change KeyStore Type >
@ KeyStore Properties Alt+Enter
527 Preferences Ctrl+ Comma
The “KeyStore
Password” must be "lockbox”.
Set KeyStore Password bt

| Enter New Password: |esssese |

Confirm Mew Passward: unn-|

(04 Cancel




Set KeyStore Password

.

Set KeyStore Password Successful,

- -

Now the certificate is ready, all you have to do is save it.

7. Save the new “.keystore” to a folder.

Jkeystore-old * - KeyStore Explorer 5.4

*

FiIelEdit WView Tools Examine Help

[ New Ctrl+N | T8
L5 Open Ctrl+ 0

l& Open Special *

|g| Close Ctri+W -
28  Close All Ctrl+Shift+W




The certificate should be named ".keystore".

F |J Jkeystore-old 5/6/2027 10:22 AM KEYSTORE-OLD File
anual ] Intermediate.crt 10/26/2020 8:41 AM Security Certificate
anual images =] new-certificate for manual example.cer 10/26/2020 8:41 AM Security Certificate

=] Root.crt 5/24/2021 10:23 PM Security Certificate
Drive

1exos de email
rcumentos

1agens
i PC

work v

File namel | Jkeeystore

ve as type: | All Files (*.%)

olders

Now you will have the certificate ready to be imported into the appliance.

Save




8 Import the new .Keystore to the appliance

Now by WinSCP, we have to access the appliance and go to the folder /backups/upload.

& soc X Ié’ Mew Session
[ Desktop '6'@' 4= - QEE" . upload 'g" 4= ~ ]:;jlf [, Find Files .
£ New - £ New -
C\Users\marco'\DesktophCERT\manualt /backups/upload/ I
Mame . Size Type Changed Name . Size Changed Rights Owner
Bl Parent directory 5/24/2021 10:33:23 PM 5/24720217 4:50:02 AM PWHF-XT-X root
manual images File folder 5/24/2021 10:33:11 PM Nova pasta 3/22/2021 5:41:31 PM P PWK -3 admin
“t+ keystore 6KB KEYSTORE File 5/24/2021 10:33:23 PM g keystore TKB  11/2/2020 43445 AM PW-Tw-r-- admin
|j Jkeeystore-old 3KB KEYSTORE-OLD File  5/6/2021 10:22:07 AM il AAACertificateService... 2KB 17172004 12:00:00 AM PW-Tw-r-- admin
Sl Intermediate.crt 2KB  Security Certificate  10/26/2020 8:41:46 AM Drnew St 3KB  3/22/2021 5:56:41 PM - r-- admin
Sl new-certificate for m... 3KB  Security Certificate  10/26/2020 2:41:46 AM Slsar_at_gov_pt.ert 3KB  3/19/2021 12:00:00 AM PW-TW-T- admin
SRoot.crt 3KB  Security Certificate  5/24/2021 10:23:25 PM 5] SectigoRSAOrganizati... 3KB  11/2/2018 12:00:00 AM PW-TW-F-= admin
S USERTrustRSAAAACA, ... 2KB  3/12/2019 12:00:00 AM PW-Tw-r-= admin
Rename the old ".Keystore" file to ".Keystore_old".
ChUsers\marco\Desktop\CERT\manual\, fbackups/upload/
e e
MName Size  Type Changed Marme Size Changed
g - Parent directory 5/24/2021 10:33:23 PM g - 5/25/2021 4:4
manual images File folder 5/24/2021 10:46:12 PM Nova pasta 3/22/2021 5:4
i+ keystore 6KE KEYSTORE File 5/24/2021 10:33:23 PM 1R 117300304
[ keystore-old 3KB KEVSTORE-OLD File  5/6/2021 10:22:07 AM () Open
5 Intermediate.crt 2KB  Security Certificate  10/26/2020 8:47:46 AM IQ{ new 9.t [ Edit '
5 new-certificate for m... 3KB Security Certificate  10/26/2020 2:41:46 AM [Slsar_at_gov_pt.cr E'Ea Downlead... F3[»
Sl Root.crt IKBE Security Certificate  5/24/2021 10:23:29 PM [l SectigoRSAOrg2 Eﬁ‘:] Duplicate... Shift+F5
Rl USERTrUSIRSAMA [ ppoye To... Shift+F6
3 Delete Fa
é Rename F2
= Copy Ctrl+C
File Custorn Commands  »
File Names 2
Properties F9




Upload the new ".Keystore" file to the appliance (/backups/upload).

ChUsers\marco'\Desktopt CERT manual, fbackups/upload/
o -
Mame Size Type Changed Mame
). Parent directory 5/24/2021 10:33:23 PM £
manual images File folder 5/2472021 10:46:12 PM Mova pasta
- Lkeystore! B o 1 115 5/24/2021 10:33:23 PM D Jkeystore_old
...................... en . - .
keystore- N . RE-OLD File  5/6/2021 10:22:07 AM Sl AnACertificateServic
= lintermedid < Edit Y | Certificate  10/26/2020 8:41:46 AM [ new 9.xt
@new-certihhﬁ Upload... F5|P EH Upload... [Slsar_at_gov_pt.crt
@RDDt.CI’t x Delete F& Uph:.ad n Backgrgundm Ld i aniza
5 Rename F2 Up AACK
i) 5 Upload and Delete...
Upload selected local file(s) to
% Copy Ctrl+C .
rernote directory
File Custom Commands  »
File Mames 3
| % Properties Fa
Systern Menu
Ci\Users\ \Desktop\CERT\ /backups/upload/
Name Size Type Changed Name " Size Changed Rights Owner
(e Parent directory 5/24/2021 10:33:23 PM e 5/25/2021 4:43:03 AM P F-XT-X root
manual images File falder 5/24/2021 10:46:12 PM Mova pasta 3/22/2021 5:41:31 PM AP T-X admin
s :.keystnrag G6KB KEYSTORE File 5/24/2021 10:33:23 PM - -keystore GKB 5/ 2 3 PM PW-TW-F-= admin
D keystore-old 3KB KEYSTORE-OLD File  5/6/2021 10:22:07 AM ] .keystore_old TTER 117272020 4:34:45 AM - r-= admin
Slintermediate.crt 2KB  Security Certificate  10/26/2020 8:41:46 AM 5] AdACertificateService... 2KB  1/1/2004 12:00:00 AM PW-TW-F-= admin
Sl new-certificate for m... 3KB  Security Certificate  10/26/2020 8:41:46 AM D{new‘}.b:t 3KB  3/22/2021 5:56:41 PM PW-TW-T== admin
SRoot.crt 3KB  Security Certificate  5/24/2021 10:23:29 PM [Silsar_at_gov_pt.ert 3KB  3/19/2021 12:00:00 AM PW-TW-F-= admin
5 SectigoRSAOrganizati... 3KB  11/2/2018 12:00:00 AM PW-TW-T== admin
[ USERTrustRSAAAACA. .. 2KB  3/12/2019 12:00:00 AM PW-TW-F-= admin




9. Access the appliance by putty or other SSH.

you must access the appliance

ﬁ PuTTY Cenfiguration

Category:
—J- Session
. “~Logging
- Terminal
- Keyboard
. Bell
- Features
= Window
- Appearance
- Behaviour
- Translation
+]- Selection
‘.- Colours
—J- Connection
- Data
. Proxy
- Telnet
- Rlogin
+- 55H
‘e Serial

About

Help

Sign in

Basic options for your PUTTY session

Specily the destination you want to connect to

Host Name (or P address) Port
l_ | |22

|
LOTMeECToN Type"

(JRaw () Telnet () Rlogin @ 55H () Serial

Load, save or delete a stored session

Saved Sessions

|su:u: |
Default Settings Load
Save
Delete

Close window on exit:

() Never

() Mways (®) Orlly on clean exit

Cpen Cancel




Once inside the appliance in the CMI menu, you can orient yourself and see which menu you
are in in the upper right corner.

Swivel Maintenance 1in Menu zon Single




now in the CMI menu, go to menu 1 "Tomcat”

Swivel Maintenance 1in Menu zon Single

Then go to menu 4 "Certificates”

Swivel Maintenance (c) 2018 Tomcat Menu zon Single




Enter menu 8 “Import / Roll Back to Previous Keystore”

Swivel Maintenance

PrivateEKevEntry

FKeystore Password

Create Local |
C5R

Import to Hew /

View Eeystore

Enter menu 1 “Import Keystore”

Swivel Maintenance (c) 2018

Import Eeystore
Ecll Back Eeystore

Back




Chose the new certificate “.Keystore”, in this example it turned out to be option number 6, but it
all depends on what files are in the "/backups/upload" folder.

Swivel Maintenance ] .ore Menu zon 5ingle

a..n IIY"

You will ask to confirm the “Replace Keystore” you should say/type “y” or




After you have confirmed the replacement of the new “.Keystore” on the appliance, you will be
asked if you want to restart Tomcat immediately to apply the changes.

This choice is made by you since you can choose these options since restarting Tomcat will bring
the system down for the 30s - 3m, not affecting those who are already authenticated, but it will
affect users who want to authenticate themselves in that period of Tomcat restart:

- You can choose to restart Tomcat and apply the changes you made to the “.keystore”
immediately;

- You can choose not to restart Tomcat right away and go check if the new “.Keystore” is
correct in the "Certificate Menu" by choosing option number 4 "View Keystore" and
then choose the aliases that should be the one we chose when making the new
“keystore” which was "swivel", and you will be able to see all the information about the
new “keystore”

- You can choose not to restart Tomcat right away and just do it when it suits you best.

After restarting Tomcat, check that it is "Running" in the "Tomcat Menu.

Swivel Maintenance




If it is in "Running" everything should be running fine as expected and you only need to check if
you can access the platforms and log in to them.

We take this opportunity to indicate that if you have any questions or problems, you can contact
our SOC team by sending an email to supportdesk@swivelsecure.com.



mailto:supportdesk@swivelsecure.com

